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Abstract

This article proposes a new conceptualization of the right to be forgotten, arguing in favour of its the-
oretical construction and concrete application under the umbrella of the right to identity. Following
this perspective, | intend to shed new light on the right to be forgotten, contributing to a more devel-
oped conceptualization and enforceability while clarifying its scope of application.

Based on the distinction between the right to identity and that of privacy, the paper presents the
advantages of associating the right to be forgotten with the right to identity. Through this iden-
tity-oriented conceptualization, | claim that the right to be forgotten should also be applied to
user-generated content and information processed for personal purposes, overriding the 'house-
hold exemption’ established in the European Data Protection Directive. | also argue that the right
to oblivion, framed as part of the right to personal identity, should address public facts and infor-
mation, providing a stronger rationale and justification to attain a better and fairer balance with
the competing right to freedom of information.

The article then comments on the most relevant conflicts that the right to be forgotten will have to
address vis-a-vis the freedom of expression and the need to preserve social memory.

As a branch of the right to identity, the right to be forgotten is presented as the right to be different,
not from others but from oneself, i.e. from the one(s) we were before. The right to be forgotten also
underlines the process of identity creation as not only constructive but also de-constructive.
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El olvido: El derecho a ser diferente... de uno mismo
Una reconsideracion del derecho a ser olvidado

Resumen

Este articulo propone una nueva conceptualizacién del derecho a ser olvidado, argumentando a favor de su
construccién tedrica y aplicacién concreta amparadas en el derecho a la identidad. Desde esta perspectiva,
el articulo pretende arrojar una nueva luz sobre el derecho a ser olvidado contribuyendo a una conceptual-
izacién y una aplicabilidad mds desarrolladas al tiempo que aclara su dmbito de aplicacién.

Basadndose en la distincién entre el derecho a la identidad y el derecho a la privacidad, el articulo presenta
las ventajas de relacionar el derecho a ser olvidado con el derecho a la identidad. Con esa conceptualizacién
basada en el derecho a la identidad, se afirma que el derecho a ser olvidado también debe aplicarse al con-
tenido generado por los usuarios y la informacion tratada para fines personales eliminando la exencién para
actividades domésticas establecida en la directiva europea sobre proteccién de datos. El articulo también
sostiene que el derecho al olvido, enmarcado como parte del derecho a la identidad personal, también debe
abordar hechos publicos e informacidn, ofreciendo una justificacién racional y mds fuerte con la que alcan-
zar un equilibrio mejor y mds justo con el derecho a la libertad de informacién con el que compite.

En el articulo se comentan los conflictos de derechos mds relevantes que el derecho a ser olvidado tendrd
que abordar, es decir, el conflicto con la libertad de expresién y el conflicto con la necesidad de preservar la
memoria social.

Como ramificacién del derecho a la identidad, el derecho a ser olvidado se presenta como el derecho a ser
diferente, no de los demds sino de uno mismo, es decir, de lo que uno era antes. El derecho a ser olvidado
también subraya el proceso de creacidn de identidad no solo constructivo, sino también deconstructivo.

Palabras clave
derecho a ser olvidado, derecho a la identidad personal, privacidad, proteccién de datos

Tema
Ley sobre tecnologias informdticas, Ley de proteccidn de datos

1_ ||’1tl’OdUCtiO|’] complex and intriguing juridical instrument. Defined as
“the right to silence on past events in life that are no lon-
ger occurring,” the debate around this right has recently

1.1. The Resurgence of the Debate and been resumed in Europe. Due to outstanding ICT develop-
the Convergence towards the Adoption ments, namely the digitization and proliferation of infor-
of a Right to be Forgotten mation?, and its storage by default, the question over the

need, admissibility and feasibility of a specific and wider
The right to be forgotten, also known as the right to obliv-  legal instrument to delete information has been inexora-
ion, droit a I'oubli (French) or diritto al’oblio (ltalian), isa  bly posed.

1. Pino, 2000, p. 237.

2. Never has humanity produced, stored and exchanged such an impressive amount of information. With more than 1.97 billion Inter-
net users worldwide, today, an average of 30 billion pieces of content (web links, news stories, blog posts, notes, photo albums,
etc) are shared each month on Facebook, 235 new websites are created every 90 seconds, more than 119 million messages are
tweeted every day, 35 hours of video are uploaded to YouTube every minute, and 1.2 million editors are editing 11 million articles
per month (http://www.onlineschools.org/state-of-the-internet/soti.html).
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The issue of the right to be forgotten revolves around the
guestion of granting Internet users the possibility of
deleting personal data (such as images, texts, opinions,
official documents, certificates and any others describing
past behaviours and actions, etc.) from the list of results
delivered by search engines, or posted on websites, social
networks, blogs etc. In fact, the question - heavily focused
on the right to be forgotten - has been explored in policy
debates,® surveys,* lawsuits,® legislative proposals,® aca-
demic writing” and technological initiatives.®

There is a widespread and seemingly consensual conver-
gence towards the adoption and enshrinement of a right
to be forgotten. Nevertheless, focusing specifically on the
legal side, little effort has been made to theorize the right
to be forgotten. In the following section | examine the
right to be forgotten in a slightly different manner than
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and reconstruct the “family-tree” portrait of the right to
right to be forgotten, linking it to not to the right to pri-
vacy or to data protection, but to the right to identity. In
order to do so, | first need to clearly distinguish and artic-
ulate these three different rights.’

2. Data Protection — Privacy —
|dentity

In order to understand the right to oblivion, we first need
to locate it in the existing legal framework. Since the
recent debate about the adoption of an overarching right
to be forgotten concerns the question of whether Internet
users should be entitled to erase personal information
stored on the Internet, the natural place to re-conceptual-
ize the right to be forgotten seems to be the legal frame-

usual. | go beyond the characterization of the right to
oblivion as a mere label or dimension of the right to privacy

work regulating the processing of personal information,
i.e. the data protection regulatory framework.”

3. Theright to oblivion has recently been proposed as an explicit right to be enshrined in specific legislation. Both France and Italy
have presented legislative proposals in this matter. France has also adopted a Code of Good Practice on the Right to be Forgotten
on Social Networks and Search Engines (Charte du Droit & I'oubli numérique dans les sites collaboratifs et moteurs de recherché)
to be subscribed on a voluntary basis. At the EU level, the European Commission has proposed the enactment of a specific right
to be forgotten within its planned revision of the data protection legal framework. As stated in its communication, A comprehen-
sive approach on personal data protection in the European union, the EC will “examine ways of clarifying the so-called ‘right to
be forgotten’, i.e. the right of individuals to have their data no longer processed and deleted when they are no longer needed for
legitimate purposes.” (EC, 2010, p. 8) The European Data Protection Supervisor (EDPS), has gone further, proposing the codifica-
tion of the right to oblivion (EDPS, 2011, p. 19).

4. According to the results of a recent survey on the EU citizen’s attitudes and behaviours concerning identity management, data
protection and privacy, a clear majority of Europeans (75%) support the right to be forgotten. As stated in the report, they want
to be able to delete personal information on a website whenever they decide to do so (EC, 2011).

5. The right to be forgotten has also been invoked in judicial disputes and court cases. Recently, the Spanish Data Protection Au-
thority (Agencia Espafiola de Proteccién de Datos - AEPD) ordered Google to remove from its search results almost 100 links to
websites containing out-of-date or inaccurate information about individuals, claiming breach of the subjects’ right to privacy and,
especially, of their right to be forgotten.

6. See the recent proposal for a General data protection regulation (EC, 2012), namely article 17 "Right to be forgotten and to era-
sure".

7. Academics have also presented original suggestions that form interesting variants of a right to oblivion. This is the case of "“re-
putation bankruptcy” proposed by Zittrain. According to the Harvard professor, people should be allowed to declare “reputation
bankruptcy” every ten years or so, wiping their reputation slates clean (through the deletion of certain categories of ratings or
sensitive information) and start over (Zittrain, 2008, p. 229). Innovative proposals to enforce a true right to be forgotten have
also been put forward. This is the case of Mayer-Schénberger, who in Delete: the virtue of forgetting in the digital age (2009),
argues that digital technology and global networks are eroding our natural capability to forget, proposing the establishment of
expiration dates on information.

8. Researchers at the University of Washington have developed a technology called Vanish that makes electronic data self-destruct
after a specified period of time (Rosen, 2010). Within the proliferation of tools that allow users to extract their data from social
sites, one can also mention the German start-up X-Pire, which launched software that enables users to attach digital expiry dates
to images uploaded to sites like Facebook (http://www.x-pire.de/index.php?id=6&L=2).

9. Foramore detailed explanation of the difference and articulation between the rights to data protection, privacy and identity, see
Andrade, 2011.

10. As we have seen with the recent EC proposal, the regulatory framework contemplates the specific possibility to delete one's per-
sonal information.
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The next step is to analyse the broader set of rights
within the framework under which the right to be forgot-
ten operates. Here we find not only the right to data pro-
tection, but also the right to privacy and the right to
identity. It is crucial to distinguish these three rights to
better understand the right to oblivion and to sustain its
conceptualization under the umbrella of the right to iden-
tity. Therefore, | shall first, in very synthetic terms, distin-
guish data protection from privacy and identity. Then, |
shall discern between the right to privacy and the right to
identity.

2.1.Data Protection vs. Privacy/ldentity

To understand the underlying differences in scope, nature
and rationale between these three rights, it is important
to acknowledge and qualify the right to data protection as
a procedural right while the right to privacy and identity
as substantive ones.

Substantive rights are created to ensure the protection and
promotion of interests that the human individual and society
consider important to defend and uphold. Procedural rights
operate at a different level, setting the rules, methods and
conditions through which substantive rights are effectively
enforced and protected. Data protection, as such, does not
directly represent any value or interest per se, it prescribes
the procedures and methods for pursuing the respect of val-
ues embodied in other rights - such as the right to privacy,
identity, freedom of information, security, freedom of reli-
gion, etc. Procedural requirements, such as those concern-
ing transparency, accessibility and proportionality, function
as indispensable conditions for the articulation and coordi-
nation between different interests and rights." It is thus erro-
neous to reduce data protection to privacy®?, as the former
protects a much wider set of interests and rights. Within this
framework, the right to be forgotten is a data protection
right, as it lays out a specific procedure (the ability to
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request the deletion of information) in order to pursue the
protection of a given substantive interest and right. The
guestion that emerges is to define which interest the right to
be forgotten addresses and protects: privacy or identity?

2.2.Privacy vs. ldentity

The right to privacy and the right to identity share the
same DNA. They are both part of a larger set of rights
called personality rights and, as such, derive from the fun-
damental rights to dignity and self-determination. Never-
theless, there are important differences between them.

The right to identity can be defined, in a very basic man-
ner, as the right to have the indicia, attributes or the fac-
ets of personality which are characteristic of, or unique to
a particular person (such as appearance, name, charac-
ter, voice, life history, etc.) recognized and respected by
others. The lItalian jurisprudence added a more substan-
tive dimension to the right to personal identity, describing
it as “the right everybody has to appear and to be repre-
sented in social life (especially by the mass media) in a
way that fits with, or at least does not falsify or distort,
his or her personal identity.” According to this assertion,
the right to personal identity concerns the correct image
that one wants to project in society. At a more general
level, the right to identity can be defined as the "right to
be oneself", that is, the right to be different from others,
the right to be uniqgue. As noted by Neethling, the right to
identity reflects a person’s definite and inalienable “inter-
est in the unigueness of his being."™ According to this
conceptualization, a person's identity is infringed if any of
their indicia are used without authorization in ways which
cannot be reconciled with the identity (and social image,
projection) one wishes to convey.

Having argued elsewhere that the overly broad definition
of the right to privacy, followed by the mainstream doctrine

1. The application of the Data Protection Directive is an excellent example of the procedural exercise. In order to conciliate the right
to privacy with the free flow of information in the internal market, the Directive provides a number of procedural guidelines and
principles to attain this balance (basic principles which are summarized in art. 6 of DPD).

12. Ineffect, the EU Charter of Fundamental Rights of the European Union (which, when the Lisbon Treaty came into force, was given
legally binding status equal to the Treaties) now establishes data protection as a separate and autonomous right (art. 8), distinct

from the right to privacy (enshrined in article 7).
13.  Pino, 2000, p. 225.

14. This expression corresponds to the definition given by the Italian Constitutional Court to the right to identity, diritto ad essere sé
stesso (3.2.1994, n.13). For a more profound analysis, see Pino, 2003 and Trucco, 2004.

15. J. Neethling, Potgieter, & Visser, 1996, p. 39.
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in this field, has undermined and overlooked the concept
and right to identity, | understand the right to privacy in
more delimited terms than the ones usually established.
The right to privacy protects an interest that has been
defined as “a personal condition of life characterized by
seclusion from, and therefore absence of acquaintance
by, the public." In these terms, privacy can only be
breached through the unauthorized acquaintance of true
private facts and affairs by a third party.

To recapitulate, privacy - seen from a more classical and
delimited perspective as a right to opacity or to seclusion -
deals mostly with the concealment of certain private aspects
from public knowledge and the protection of disclosed infor-
mation from the public sphere. Identity, instead, deals with
the transmission of information to the public sphere, namely
with its correct expression and representation to the public
eye. Furthermore, according to this distinction, each right is
infringed and breached differently. The right to identity is
infringed if person A makes use of person B's identity indicia
(attributes) in a way contrary to how that person B perceives
his or her identity (when B's identity is falsified or when an
erroneous image of his or her personality is conveyed). The
right to privacy, on the contrary, is only infringed if true pri-
vate facts related to a person are revealed to the public.

This distinction is of vital importance to the conceptualiza-
tion of the right to be forgotten under the umbrella of the
right to identity. In the following section | argue that
the right to oblivion should be understood as a (proce-
dural) data protection right that mainly pursues and pro-
tects a (substantive) identity interest, operating to enforce
an individual's right to personal identity.

3. The Right to be Forgotten:
an ldentity Perspective

The right to be forgotten, as the right for individuals to have
information about them deleted after a certain period of
time, not only concerns a fundamental identity interest, it
also develops and enriches the conceptualization of the right
to personal identity. The right to oblivion underlines not only

16. Johann Neethling, 2005, p. 233.
17. Gutwirth, 2009.
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the right to be different from others, but also the right to be
different from oneself, namely from one's past self. This is
an extremely important nuance as it draws attention to the
essential role played by the right to be forgotten in enabling
the de-construction of one’s identity before a new, different
one can be constructed.

Departing from the fundamental claim that the right to
oblivion should be anchored to the right to identity, this
section describes the main advantages that such re-con-
ceptualization offers.

3.1.Wider Scope of Application

3.1.1. Public Facts

Given the fact that much of the information that people
would like to delete is already in the public record (that
being the reason for wanting to have it erased in the first
place), objections have been raised to qualifying the right
to be forgotten as a right to privacy. In this sense, and as
Gutwirth has observed, “(...) it is very doubtful that such a
‘right to be forgotten’ could be construed as a spin off of
the right to privacy, since most of the time conflicts con-
cern public facts (for instance, persons involved as vic-
tims or as witnesses of a crime) that are not protected by
privacy rights."” The argument basically says that, since
privacy rights only deal with private information, they
cannot address public information and treat it as private.
This objection involves issues of freedom of speech
(namely freedom of the press), as information that is a
matter of public record is generally considered open to
the press to report.”

The right to privacy deals with protecting disclosure of
private information to the public sphere, while the right to
identity concerns the transmission of information to the
public sphere, namely its correct projection and represen-
tation to the public. Bearing this in mind, the right to be for-
gotten can only address information that is already in the
public domain (public facts) if constructed as a spinoff of
the right to identity, and not of the right to privacy. In other
words, the introduction of a right to oblivion associated

18. See the US Supreme Court decisions in Cox Broacasting Corp. v. Cohn (1975) and in Florida Star v. B.J.F. 1989), stating that that
reporters have the right to publish public information.
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with the right to personal identity solves the problem
identified above, allowing it to also target facts and infor-
mation already disclosed to the public. The objective of
the right to oblivion is, in many cases, not to conceal pri-
vate information from public view, but to erase public
information and so prevent its further disclosure.

3.1.2. De-contextualized Information

Recapitulating the distinction between the right to pri-
vacy and identity presented above, one should take into
account that the right to identity concerns all of those
personal facts - whether truthful or not - which are capa-
ble of falsifying or transmitting a wrong image of one's
identity. The right to privacy, in contrast, comprises only
those true personal facts that are part of one's private
sphere and that are not (or should not be) in the public
sphere. Pino adds that it is possible to “distinguish the
right to personal identity from both reputation and pri-
vacy. In the first case, indeed, it can be noted that the
false statements must not be necessarily defaming: per-
sonal identity can be violated also by the attribution of
(false) merits. In the case of privacy, instead, legal protec-
tion does not concern the correct exposure of the person-
ality to the public eye, but rather the interest of the
subject not to be exposed.”” Regarding the latter, | would
specify that the right to privacy only protects the individ-
ual's interest of concealing true facts or aspects from
public knowledge.

Having clarified the conceptual space and the types of
information protected by the rights to privacy and defa-
mation, we are still left with a specific type of information
that is not requlated by any of these rights: de-contextu-
alized information that is eventually false (but not libel or
defamatory) or not necessarily truthful. This is exactly
the kind of information that should be addressed by the
right to be forgotten under an identity perspective, i.e.
information that with the passing of time becomes de-
contextualized, distorted, outdated, no longer truthful
(but not necessarily false), and through which an incor-
rect representation of the individual's identity is offered
to the public.

19. Pino, 2000.
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In brief, when associated with the right to personal iden-
tity, the right to be forgotten can address certain infor-
mation categories that its conceptualization as a privacy
right would not allow. This is the case of public and de-
contextualized (no longer truthful) information. In other
words, the right to be forgotten, shaped by the right to
identity, intervenes in the spaces not covered by defama-
tion and privacy, addressing information that either
already pertains to the public record or that is no longer
truthful (but not necessarily libel) given the passing of
time and the succession of other events. In this way, the
right to personal identity enhances the admissibility and
enforceability of the right to be forgotten, widening its
scope of application.

3.1.3. Household Exemption and the Infallible Preva-
lence of the Right to Freedom of Expression

As a general rule, the Data Protection Directive (DPD) is
applicable whenever there is processing of personal data
(that is, data related to an identified or identifiable natu-
ral person). However, exemptions are contemplated and
the Directive does not apply, for instance, to individuals
who process personal data for “purely personal pur-
poses” or “in the course of a household activity". In other
words, data protection principles and rules do not apply
to individuals who make use of personal data just for their
own domestic and recreational purposes.

Given the increasing blurring between public and private
places, activities or even purposes brought by the devel-
opment of ICT, the understanding that the DPD had of
“purely personal” back in 1995 is today highly question-
able. With the establishment of the “household exemp-
tion"”, in the mid-nineties, the DPD departed from the
assumption that personal data processed for domestic
purposes did not raise privacy risks or issues of respon-
sibility on the side of the data controller, as he or she
would only be processing the data for their own private
purposes. The directive also assumed that the process-
ing of data for personal purposes would only involve a
restricted circle of intimate people and, as such, would
not entail the expectation or the need to protect the pri-
vacy of the individuals identified. Nevertheless, these
assumptions are being guestioned with the emergence
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and consolidation of social networking sites (SNS). In
fact, these assumptions are at odds with today's reality.
The publishing of personal information on SNS, even if
for purely personal or recreational reasons, often
involves the disclosure of information to large audi-
ences.”® And this invalidates the assumption that the
data will only circulate among a restricted circle of peo-
ple and that its disclosure does not present any privacy
risks.? There is an urgent need to clarify the rules apply-
ing to data processing by individuals for private pur-
poses and, moreover, their articulation with other data
protection rules concerning derogation, that is, those
for the processing of data carried out solely for journal-
istic purposes and protected by the right to freedom of
expression (Article 9 DPD). What is to be understood by
"purely personal purposes”? Does the posting of infor-
mation on an SNS equate to the disclosure of informa-
tion for private purposes, that is, to our private
(although admittedly large) group of selected contacts?
Or does it equate to disclosure of information to the
public??? If so, then there is another ‘twist' one should
take into account. Private individuals who disclose infor-
mation, opinions or ideas to the public - e.g. through
SNS, blogs, YouTube or Twitter - would then be pro-
tected by the right to freedom of expression, receiving
the same treatment as media professionals processing
data “solely for journalistic purposes or the purpose of
artistic or literary expression.” As a result, they would
be exempt from certain provisions of data protection
requirements if it was deemed necessary to reconcile
the right to data protection with the rules governing
freedom of expression. This means that most informa-
tion on the Internet which could be deleted (photos on
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SNS, comments on blogs, videos on YouTube) would not
be covered by the rules of data protection (either as
data processed for personal purposes or protected by
the right to freedom of expression) and, as such, could
not be addressed by the right to be forgotten.?®

The right to be forgotten should be associated to the right to
identity to avoid the application of the "household exemp-
tion"?* or the freedom of expression safeguard. This would
enable the possibility to request deletion of personal infor-
mation posted on the Internet, either processed for purely
personal purposes (not going beyond the number of self-
selected contacts), or information posted to the public and
accessible to an indefinite number of people. Regarding
information disclosed to the public, the right to oblivion
framed along the lines of the right to identity would be a
stronger justification for balancing it with the right to free-
dom of expression, so avoiding the infallible prevalence of
the latter. The criteria for applying the right to be forgotten
would concern the occurrence of an incorrect representa-
tion of one's identity, that is, the verification of a mismatch
between the identity conveyed by outdated information and
the one the individual now wishes to convey. To sum up, the
right to oblivion could then be applied regardless if the infor-
mation in question had been uploaded for domestic pur-
poses or not, or if the information was accessible to an
indefinite number of people or not. This paradigmatic shift
from a privacy to an identity rationale would render the
household exemption (and all the current complexities sur-
rounding it)*® inapplicable to the right to be forgotten. It
would also endow the right to oblivion with a stronger justifi-
cation for balancing and articulation with the right to free-
dom of expression, questioning its infallible prevalence.

20. The average Facebook user has 130 friends and is connected to 80 community pages, groups and events (http://www.facebo-
ok.com/press/info.php?statistics).

21. Art.29 WP has clarified a number of instances where the activity of an SNS may not be covered by the household exemption, namely
“when the SNS is used as collaboration platform for an association or company"” or “when access to profile information extends be-
yond self-selected contacts, such as when access to a profile is provided to all members within the SNS or the data is indexable by
search engines.” As noted in its Opinion, a “high number of contacts could be an indication that the household exception does not
apply and therefore that the user would be considered a data controller” (Art. 29 Data Protection WP, 2009, p. 6).

22. An additional question then emerges: How many people with access to that information would render its diffusion as processing
of personal data for private purposes or, instead, as disclosure to the public?

23. However, it is important to note that these possible exemptions from data protection laws do not preclude the possibility for data
subjects to use civil and criminal law remedies developed under national law to enforce their right to private life (against private
bloggers, twitterers, etc).

24. Nonetheless, and as the Art. 29 WP observed, “it must be noted that even if the household exemption applies, a user might be
liable according to general provisions of national civil or criminal laws in question (e.g. defamation, liability in tort for violation of
personality, penal liability) (Art. 29 Data Protection WP, 2009, pp. 6-7).

25. For a detailed explanation of the circumstances whereby the activities of a user of an SNS are covered by the household exemp-
tion, see Art. 29 Data Protection WP, 2009.
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Through this new (identity-oriented) conceptualization, the
right to be forgotten would have a considerably wider scope.

3.2.ldentity as the Normative Root for the
Right to Oblivion

The proposed conceptualization of the right to be forgot-
ten not only makes sense from an identity point of view, it
also contributes to the further development of the mod-
ern conception of identity, reinforcing its “anti-essential-
istic"?® understanding.

Following Pino on this matter, personal identity should
not be characterized as immutable and contingent,
something that one has per natura. Identity is instead a
cultural and social construct, something we choose,
construct and adhere to.?” Personal identity should be
perceived as a matter of choices, a process of continu-
ous negotiation (with ourselves and others), never pre-
determined and univocal, but one that can be
constantly revised and changed. The right to be forgot-
ten is an important instrument to be used in this pro-
cess of negotiation, enabling further choices, opening
future identities by removing previous ones.

Similar ideas can be found in the conceptualization of
personal identity as a narrative,?® according to which
personal identities are conceived and better under-
stood as stories (that we tell ourselves and share with
others): identities are not only nomadic, changing
according to the story's development, but they also
remain open to revision. Taking into account the idea
of personal identity as a narrative, and stretching it a
little further, the question that lies beneath the right to
oblivion is the possibility of having parts of our identity
narrative erased, preventing them from being accessed
and acknowledged by the larger public. This way, the
right to be forgotten broadens the scope of the right to

26. Pino, 2010, p. 297.

27. Pino, 2010, p. 297.

28. Ricoeur, 1992,

29. Pousson, 2002, p. 529, De Hert, 2008, p. 12.
30. Niger, 2008b, p. 125.

Oblivion: The Right to Be Different ... from Oneself

personal identity, covering not only the entitlement to
construct one's future identity story, but also to erase
one's past. The right to be forgotten plays an essential
role, not in the process of identity construction, but in
the process of identity de-construction, allowing for
new and different identities to be built afterwards.

The conceptualization of the right to oblivion from an
identity perspective, moreover, follows the anti-essential-
istic line through which law has been requlating personal
identity. In fact, law has been endowing individuals with
more and more legal instruments through which they may
influence and change aspects of their identity. At present,
individuals are entitled to break the chains of filiations,
modify names, drop nationalities and change sex.® The
right to delete part of one's identity seems to fit well into
the understanding and treatment of personal identity that
law has been endorsing.

In this conceptualization proposal, one should take into
consideration that, contrary to other rights of personal-
ity, personal identity changes with the development of
the individual and over time.*® Adding to this particularity
one of the main rationales of the right to personal iden-
tity, the right not to have one's identity misrepresented
or falsified, it seems that the changeable and variable
characters of personal identity demand the right to have
our most recent and actual identity recognized and ascer-
tained by others.® This implies, conversely, the right to
have past traces of one's identity (that may go against
the actual and current identity) erased, that is, being able
to have older facts and actions representative of past
identities deleted. As it is only by forgetting past identi-
ties that the actual one can prevail, the right to be forgot-
ten may develop an extremely important role in allowing
an individual to reconstruct an identity narrative, with the
certainty that past ones will not undermine the process.

31. Following this point of view, Niger observes that the need to protect one's projection in the reality of society, taking into account
what one is and expresses through her present social presence, assumes enormous importance. The past of a person, as long as
not necessary to define someone’s actual and current social presence, should remain in oblivion, namely when its remembrance
may alter her present position. (Niger, 20083, author's translation)
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The right to oblivion seems to find an appropriate norma-
tive root in the right to personal identity. In fact, the right
to be forgotten is at the core of the main interest and
value pursued by the right to personal identity: the inter-
est in one's uniqueness, the interest in being different
from others and from oneself, that is, from one's previous
identity. As a result, the right to oblivion - as part of the
right to personal identity - is intimately connected to the
ability to reinvent oneself, to have a second chance, to
start over and present a renewed identity to the world.

4. Conflicts and Balances

Perfect and complete control over one's identity projec-
tion and construction is not only undesirable, but also
impossible. As a social construct, personal identity
encompasses one's self-perception (ipse, how a person
perceives herself) and the way one is perceived by others
(idem, how a person is perceived and represented by oth-
ers).® In other words, our personal identity is also (and
inexorably) constructed by third persons, shaped by the
perceptions that others have of us. There is thus an inevi-
table dialogue between the individual and ‘others’ in
building a personal identity. This means that requests for
deleting information regarding one's personal identity
must also take into account the interests that others (as a
collective) may have in keeping the information available
and the corresponding identity traces ‘alive.’

Despite the arguments presented in favour of developing
the right to be forgotten, it is crucially important to note that
the right to oblivion is not an absolute right. In fact, the right
to be forgotten lives in permanent tension and conflict with
other rights, interest, values and objectives. One obvious
example can be found in data protection laws that prescribe
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obligations to retain data for certain periods of time: driven
by public security purposes (among others), those laws clash
with the right to be forgotten. Amidst many other examples
that could be cited, this section summarizes two of the main
conflicts that the right to be forgotten needs to address.

4.1.Right to be Forgotten vs. Freedom
of Speech/Information

The (private) interest and right to be forgotten needs to
be balanced and articulated with other competing rights
and interests. This is the case of the public and social
interest to access information (the right to information)
and the right to freedom of expression® and freedom of
speech (the right of the press to inform, which also
includes the right of individuals to be informed).

The European Commission’s proposal to introduce a right to
oblivion in the forthcoming revision of the data protection
legal framework has generated negative reactions in the
United States, where freedom of speech is strongly sup-
ported and promoted.> These objections are a revival of the
classic conflict between privacy and freedom of information.
Those that sustain the right to information and free speech
to the detriment of the right to oblivion argue that the right
to delete information about an individual amounts to a right
to prevent people from speaking about that individual.
Mayes, arguing against the right to be forgotten, com-
mented: “Being forgotten might sound appealing for some,
but making a right out of it degrades the concept of rights.
Instead of being something that embodies the relationship
between the individual and society, it pretends that relation-
ship doesn't exist. The right to be forgotten ... is a figment of
our imaginations.”*®

32. This distinction equates to the difference between ipse and idem identity: “[ildem (sameness) stands for the third person, objec-
tified observer's perspective of identity as a set of attributes that allows comparison between people, as well as a unique identi-
fication, whereas ipse (self) stands for the first person perspective constituting a ‘sense of self'. Their intersection provides for
the construction of a person’s identity”, (M. Hildebrandt, 2009, p. 274). See also Mireille Hildebrandt, 2006. This distinction was

first advanced in philosophy by Paul Ricoeur (1992).

33. See article 10 of the European Convention of Human Rights: “Everyone has the right to freedom of expression. This right shall
include freedom to hold opinions and to receive and impart information and ideas without interference by public authority and

regardless of frontiers."”

34. Itis interesting to note that the right to be forgotten is not protected in the United States, being clearly overshadowed by the
right to inform and the right to free speech. This results from the ever-broadening view of the First Amendment's protection of
a free press and a clear preference for the press over the privacy interests of individuals. For more details on the clash between

Europe and the US concerning the tension between the right to inform and the right to be forgotten, see Werro, 2009.
35. Mayes, 2011.
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Contrary to this opinion, | believe it is important to acknowl-
edge that the right to oblivion encompasses much more
than the mere intent to hide the individual from society (pri-
vacy perspective). The right to be forgotten is an instrument
through which individuals correct and re-project their
images to society (identity perspective). It is in these terms,
as the right to convey the public image and identity that one
wishes, that the right to oblivion should be balanced and
articulated with the right to freedom of information and free
speech. The right to be forgotten does not ignore the rela-
tionship between the individual and society. On the contrary,
the right to be forgotten assumes and departs from its exis-
tence, rebalancing the way in which the individual (and his
ipse identity) is represented in society (idem identity).

4.2 Right to be Forgotten vs. Right to Memory
and Objectivity

Another recurrent conflict that the right to oblivion will be
confronted with concerns the need to preserve a collective
and historical memory.*® Here, the right to be forgotten
clashes with the historical interest of keeping and archiving
present information. Differently from any other period in his-
tory, today everybody is creating a vast online record of
their lives, compiling their own personal digital legacies. As
Paul-Choudhury notes, “this data will prove fascinating to
sociologists, archaeologists and anthropologists studying
the dawn of the digital age. For them, everyday life can be
just as interesting as epoch-defining moments."’

This preservationist argument, nevertheless, seems to go
from one extreme to the other, announcing and welcoming
the shift from a period when historical research tried to
describe the past based on very scarce sources, to historical
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research that does not let go of the past, keeping it alive and
updating it by preserving every piece of information. The
ability to delete part of one's identity should not be sacri-
ficed, in most cases, for the sake of this kind of historical
inquiry. In fact, research about a particular group (during a
particular period in time) does not always need the scrutiny
of personal information, as anonymous data can serve such
purposes.

Another argument used by preservationists is the one of
objectivity. In the judicial dispute between the Spanish
Data Protection Authority and Google, as described previ-
ously, the search engine refused to remove the links
claiming that, if done systematically, this would compro-
mise the objectivity of the Internet and the transparency
of the search engine. Internet users would be able to
remove factual information from the Internet, thereby
altering the list of results provided by search engines,
rendering them imprecise and incomplete.

The right to be forgotten as an attempt to manipulate some
kind of Internet objectivity or collective society memory is a
somewhat unconvincing argument, if not unfounded. First,
the notion of objectivity is rather controversial coming from
a search engine that organizes its search listings through
enigmatic and non-transparent algorithms. Second, it seems
unbalanced to deny the individual the right to erase personal
information that is, among other criteria discussed below,
not newsworthy or of historical relevance, only for the sake
of sustaining a supposedly collective memory.® In view of
this, 1 believe there is an overstretched emphasis on an
unsounded collective interest to the detriment of a needed
individual interest, such as the right to be different from who
one was before.

36. A paradigmatic example of the preservation of a collective memory associated with new technologies (in this case within the so-
called web 2.0) is reflected in the announcement made by the US Library of Congress. The world’s largest library has announced
that it will digitally archive every public tweet since Twitter's inception, in March 2006 (Bean, 2010, accessed October 2, 2010).
Twitter is a website which offers social networking and microblogging services, enabling its users to send and read other user’s
messages called tweets (Wikipedia, http://en.wikipedia.org/wiki/Twitter) (accessed July 24, 2011).

37. As the author adds, “memories we are leaving behind now, in all of their riotous glory - drunken tweets, ranting blog posts, bad-
hair day pictures and much more - may become a unique trive to be studied by historians for centuries to come. In fact, today's
web may offer the most truthful and comprehensive snapshot of the human race that will ever exist” (Paul-Choudhury, 2011). For
more about Internet archaeology and how online forgetting might work, see www.newscientist.com/special/digital-legacy

38. Moreover, there are already services being offered that act directly upon the listing of search results provided by search engines,
manipulating or erasing them in order to ‘polish’ and ‘reshape’ one's image in the Internet. This online reputation management
is the "practice of monitoring the internet reputation of a person, brand or business with the goal of suppressing negative men-
tions entirely, or pushing them lower on search engines results page to decrease their visibility” (Wikipedia, http://en.wikipe-
dia.org/wiki/Online_reputation_management) (accessed July 23, 2011).
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4.3, Criteria for Balancing Rights

As mentioned above, the exercise of the right to oblivion
may clash with other rights, generating conflicts with
other protected interests that demand a delicate balanc-
ing of rights. It is important to see that, in the same way
that the right to be forgotten is not novel, neither is bal-
ancing its application with other rights and interests. In
fact, a number of important criteria have already been
developed in jurisprudence or enshrined in legislation to
resolve some of these conflicts. This is the case of crimi-
nal law, where the right was first developed. In cases of
conflict between the right to oblivion of the judicial past
(deletion of information regarding references to one's
past criminal actions and convictions) and the right to
information (accessing it), the time factor has been used
as a decisive criterion. If the information is considered
newsworthy (given its recent occurrence), then the right
to information prevails, if not the latter is overwritten by
the right to oblivion (the legal sentence can still be
accessed but the party's names are no longer included).*
In addition, two further exceptions are foreseen in which
the right to information overwrites that of oblivion. They
concern facts pertaining to history or considered of his-
torical relevance, and facts linked to the activities of pub-
lic figures (whose behaviour, due to their role and public
responsibilities, need to be transparent for society).

Data protection laws have formulated a number of
principles for legal processing of personal data, as well
as exemptions, and may also be used to solve eventual
conflicts involving the right to be forgotten. Respect for
the purpose principle (according to which only data rele-
vant to the defined purpose may be lawfully processed),
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and the proportionality principle (which prohibits pro-
cessing of excessive data for the previously estab-
lished purpose), are important criteria that may indeed
contribute to the resolution of cases of conflict involv-
ing the right to oblivion. Moreover, data protection law
also establishes repeal procedures or safequards for
processing of personal data. This is the case of the
appropriate safequards that member states will have
to lay down for personal data stored for longer periods
for historical, statistical or scientific use (Article 6 (e),
DPD). This is also the case, as already mentioned, of
data saved solely for journalistic purposes or artistic or
literary expression (article 9, DPD). These exemptions
should also be taken into account in balancing the right
to oblivion with the right to freedom of expression.*
This balancing process should, moreover, take into
consideration the newsworthiness of the information
(as in criminal law jurisprudence) and the conceptual-
ization of the right to be forgotten from an identity
perspective. This conceptual twist is important, as it
may enhance the applicability of the right to be forgot-
ten to the detriment of other rights (as in the case of
the household exemption, in which the right to oblivion
is applied from an identity not a privacy perspective).

Furthermore, in particular cases, it is important to
acknowledge that the right to be forgotten should not
always prevail. As Werro explains, when “information
about the past is needed to protect the public today,
there will be no right to be forgotten. This could be the
case, for example, when a person who has abused his
managerial position to gain financial advantages in the
past seeks employment in a comparable position." The
right to oblivion will also face difficulties regarding cer-

39. In this case, it is important to note that respect for the principle of transparency of justice does not require the disclosure of
names and other personal information regarding the people involved in the judicial disputes. The purpose of this principle is to
allow for the transmission of the knowledge of law, allowing legal argumentation to be developed based upon existing decisions
and opinions.

40. The balance is, in fact, achieved under Italian data protection law. Journalists can collect, record and disseminate an individual’'s

personal data without their consent only if the processing is carried out (1) in the exercise of the journalistic activity, (2) for the
sole purposes related thereto, and (3) within the limitations imposed on freedom of the press to protect the individuals' funda-
mental rights and dignity, with particular reference to materiality of the information with regard to facts of public interest (see
article 137 of the Italian Data Protection Code - Legislative Decree 196/2003 - and the Code of Conduct concerning the proces-
sing of personal data in the exercise of journalistic activities, annex A to the Data Protection Code).
In addition, the Italian Supreme Court further clarified the compliance requirements that the press should follow in order to law-
fully publicize personal information: a) the objective truth of the information to be publicized; b) the public interest for knowledge
of such information; c) the formal fairness of the exposition; d) the relevance of the news publicizing personal information (deci-
sion of 9 April1998, no. 3679).

41. Werro, 2009, p. 291.
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tain members of society (politicians, public figures)
whose transparency is important from a point of view
of political credibility*> and democratic accountability.

From this brief analysis | derive two recommendations. First,
there is no need to 'reinvent the wheel' regarding the bal-
ancing of interests involving the right to oblivion. As we have
seen, a series of legal criteria has already been devised to
achieve this balance. What we now need is to transpose and
adapt these criteria to other cases and circumstances where
the right to be forgotten may be invoked. Given the increas-
ing digitization of information and storage of our most mun-
dane actions and behaviours, the application of the right to
oblivion (and the criteria for balancing it with other rights)
should not be restricted to the criminal sphere. The need to
be forgotten is today a reality that goes beyond the refer-
ence to one's possible criminal convictions. These are, in
fact, only the most extreme situations. Today, an indiscrete
photo at a drinking party or a misfortunate 'tweet' may also
de-contextualize one's projected identity, compromising, for
instance, future job possibilities. The principle of forgetting,
which has “already been affirmed in national court cases or
applied in specific sectors, for instance for police files, crimi-
nal records or disciplinary files,"** needs to be expanded to
other cases, that may not be as extreme but may still imply
major damages and infliction to one's personal identity.
Other criteria for the admissibility and use of the right to be
forgotten can be found in the periods of prescription estab-
lished in civil code or criminal code in civil law systems (or
statute of limitations in the common law legal systems). Dur-
ing the period of time in which legal proceedings of a partic-
ular event may be initiated, the right to oblivion targeting
information related to that event can not be exercised. In
other words, the time established for the legal prosecution
of a debt or crime also serves as the time during which the
right to oblivion is not applicable. This means, for example,
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that, for serious crimes for which there is no prescription,
the right to be forgotten can never be used. There are two
reasons for establishing periods of prescription. First,
alleged illegal behaviour should be dealt with by the compe-
tent courts as close as possible to the time of its occurrence,
while the evidence is still ‘fresh’ and not corrupted. Second,
people should have the right to carry on with their lives with-
out the weight of having past actions generating unexpected
lawsuits. This last reason can, once again, be linked to the
need to have previous identity traces removed so that new
ones can be built.

It is obvious that new situations may arise that will constrain
law to attain a new balance between the right to oblivion and
competing rights. The emergence of search engines and the
development of Internet newspapers' electronic archives -
that provide easy, permanent and free access to past infor-
mation - are just two examples of how the new technological
world of digital storage will keep challenging the right to be
forgotten, demanding its continuous adaptation and updat-
ing as a result of new factors and conditions. Nevertheless, it
is important to bear in mind that a number of principles and
criteria to balance these conflicting rights are already in
place. It is from these principles and criteria that one should
depart from and elaborate upon.

Second, | believe that further attention and research
should be devoted not only to the dichotomy of deletion -
preservation but also to the rather neglected binomial
deletion - anonymization. Much of the information we
produce today, may be used for important and legitimate
purposes if it is not deleted. This is the case, for example,
of public health monitoring systems* and foresight exer-
cises in modelling systems and simulation platforms
based on advanced data mining processes.* Since most
of these can be carried out using anonymous data, fur-

42. Aright to be forgotten, in this respect, should not be used as an instrument for politicians and other figures exercising public roles
of responsibility to rewrite their own history, seeking - for instance - to delete from records statements of political views that
were later abandoned. The application of what could be called the public figure clause as an exemption to the right to oblivion is,
nevertheless, a delicate issue as anyone can (at least theoretically or potentially) become a public figure.

43. EDPS, 2011, p. 19.

44, This is the case of Epicenter, which automatically collects, manages, and analyzes health-related data to help public health profes-
sionals detect and respond more effectively to changing health conditions. See http://www.hmsinc.com/service/epicenter.html.

45, Internet data is, in fact, increasingly being used to model the future. One example is the Google-supported health Map (http://
healthmap.org), which monitors infectious diseases around the globe by synthesizing public data. Another example is the FuturICT
(www.futurict.eu) project which proposes to use real time data (financial transactions, health records, logistics data, carbon diox-
ide emissions, or knowledge databases such as Wikipedia) in order to construct a model of society capable of simulating future

conditions and trends.
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ther research is needed regarding the enactment of data
protection laws that reqgulate and define the purposes for
which personal data can be deleted or anonymized. An
unconditional admissibility of an automatic right to be
forgotten (embedded in technological design and acti-
vated by default) should be further considered, as well as
the possibility of introducing a more granular system
(detailing the purposes, conditions and requirements for
the anonymization of personal data).

5. Conclusion

Today, what we post on the Internet becomes a kind of
tattoo attached to ourselves, hard and cumbersome to
remove. The past is no longer the past, but an everlasting
present. Mayer-Schénberger argues that “as more and
more information is added to digital memory, digital
remembering confuses human decision-making by over-
loading us with information that we are better off to have
forgotten."*¢ | would add that constant digital remember-
ing also confuses identities, overlapping traces and
actions that belong to an identity that we no longer want
to see represented and remembered.

Given this state of affairs, | have presented a deeper and
richer conceptualization of the right to be forgotten
under the umbrella of the right to personal identity. The
association between the right to be forgotten and the
right to personal identity?” that | propose provides a
stronger case for the emergence and consolidation of the
right to oblivion. This should not only be seen from a pri-
vacy point of view, but also from an identity standpoint. It
is important to acknowledge not only the immediate con-
sequences of the application of the right to be forgotten,
that is, the possibility to conceal past facts and actions
from public knowledge (privacy perspective), but also to

46. Mayer-Schénberger, 2009, pp. 163-164.
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bear in mind the more profound implications of the appli-
cation of the right, that is, what it allows us to do after-
wards.

Following this perspective, | have stated that the right to
be forgotten does not only share an undeniable interest in
an individual's uniqueness, but also develops that interest
in an unprecedented way. The right to oblivion consti-
tutes the right to be different, not only from others, but
from oneself, from whom we once were. The right to
oblivion, as such, underlines the deconstruction of iden-
tity, as a result of which old identities can be removed and
new identities formed. Along these lines, the right to be
forgotten also equates to the right to new beginnings, the
right to start over, with a clean slate, and the right to self-
definition, preventing the past from excessively condi-
tioning our present and future life. The right to be forgot-
ten can therefore be considered an important legal
instrument to both de- and reconstruct one's identity, to
provide the opportunity to re-create oneself, exerting
better control over one's identity.

Nonetheless, the right to oblivion is not - by any means -
absolute. The theorization of the right to oblivion that |
have developed does not intend to render the right to be
forgotten always prevalent. The idea is simply to argue
that the right to oblivion, conceptualized and supported
by the right to identity, will present a stronger rationale
and justification to attain a better, fairer balance with
other competing rights and interests.

This particular conceptualization of the right to be forgot-
ten, moreover, has important and pragmatic implications.
The paradigm shift from privacy to identity also rein-
forces and widens the applicability of the right to oblivion,
encompassing areas and situations that it otherwise
could not cover.

47. In this context, Niger (2008a) affirms that the right to identity represents the foundational reference of the right to oblivion ("Il
diritto all'identita personale rappresenta, quindi, la matrice prima del diritto all'oblio”).
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